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Abstract In this paper, we explore a new way of launching DDoS
attacks by hijacking peer-to-peer (P2P) systems. These sys
BitTorrent is currently one of the most popular peer-tofpegms recently became very popular for distributing content
systems. BitTorrent clients are widely spread all over th¢a large number of users. Given the already large popula-
world and account for a large fraction of today's Interngjon of P2P clients (some claim that P2P traf ¢ constitutes
trafc. In this paper, we show that BitTorrent can be exap to 60% of Internet traf ¢ [5]) even a small amount of
ploited by misdirecting clients to send their traf ¢ towardraf ¢ or connections per user leads to an aggregate that can
anyhost on the Internet. The volume of a BitTorrent swarmod any victim. This type of attack can be quite powerful
can thus be converted into repower for launching a digs it does not require any special infection process or apeci
tributed denial-of-service attack, that can exhaust tiee Vioftware to be installed, and it is very hard to trace.
tim's resources, including access bandwidth and connectio To the best of our knowledge, this is the rst extensive
resources. We identify novel exploits of the BitTorrent-systudy of BitTorrent-based [7] DDoS attacks agaarsyvic-
tem and conduct real-life experiments that demonstrate tite host (i.e. the victim does not have to participate in the
feasibility and severity of such attacks. We charactetiee tBitTorrent swarm). We identify vulnerabilities in the dgsi
volume, duration, and spread of attack traf c observed #f BitTorrent that can be exploited to use the system as a
our experiments. Finally, we discuss possible xes and théatform for launching DDoS attacks. We conduct real-life

limits of both attack and defense approaches. experiments that demonstrate the feasibility of such kétac
against our own victim machine at UCI. We keep logs of
1 Introduction these attacks and analyze several characteristics oésgtter

including the volume, duration, spread of attack traf c- Fi

Several things have changed since the original design"g{ly,; we discuss potential xes and solutions to these vul-
the Internet. The Internet has evolved from a small scigifrabilities. . .
ti ¢ network carrying data between trusted computers to the The structure of the rest of paper is as follows. Section
ubiquitous communications infrastructure carrying atieg 2 gives an overview of the BitTorrent system and its oper-
of traf ¢, including data, voice, video and nancial transa ation. Section 3 presents the vulnerabilities in BitTotren
tions. In the new environment, users may have con ictintﬂat can be exploited to turn it into a platform for launch-
interests [1] and/or malicious intentions, launching gasi N9 DDoOS attacks. Section 4 presents the results of real-
kinds of attacks against innocent hosts and/or the netwoff& experiments of such attacks on the Internet. Section
ing infrastructure. We are interested in a particular ty@edlscusses directions for xing the identi ed weaknesses.
of attacks, namely distributed denial-of service (DDoS) apection 6 discusses related work. Section 7 presents future
tacks, where a large number of compromised machines Work and concludes the paper.
ordinate and send traf c toward a victim host, thus exhaust: . .
ing its resources and disrupting its normal operation [2]. % Overview of BitTorrent
One of the main mechanisms used today to gain cont{rql

. : . . this section, we give a brief overview of the BitTorrent
over a large number of machines is to infect them with a . . :
- . . system, with emphasis on those parts that we later exploit to
malicious program, that takes instructions from the a‘ﬂeaclT

via some communication channel (e.g. IRC) [2]. Anothea}unCh D.D.OS_ attacks. The system consists of the following
o ) main entities:

mechanism is to embed the program into a worm and launc

it over the Internet to infect a large number of hosts. The In-  Torrent File: It contains meta data describing the les

ternet has witnessed such large-scale worms in recent,years to be distributed and is used for bootstrapping the

including Code-Red [3] and Slammer [4]. download. Typically, it includes an “announce” sec-

_ _ _ tion, which speci es the URL of the tracker, and an
This work has been partially supported by the Center for d&ve

Communications and Computing (CPCC) at UC Irvine, and by Eriu info” section which contains suggested names for the

Contact authorkeldefra@uci.edutel: (949) 824-1637; fax: (949) 824- les, their lengths, the_ piece length used, and a SHA-1
1637; mail: 4100 Calit2, Univ. of California, Irvine, CA 998. hash code for each piece [7].
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Figure 1: Typical operation of BitTorrent Figure 2: Using BitTorrent to generate a DDoS attack

BitTorrent Client: A program that implements the Bit- __. o
main types of such attacks, and also combinations of them
Torrent protocol, allows a host to download/upload the .
. . as shown in Table 1.
les described in the torrent le from/to other peers. he simplest attack i 1in Table 1. which t
The term seeder is used for peers that already have th € simples a_‘ ack iype 1in Table 1, which was rs
whole le and therefore participate only by uploadin escrlped n [1_0]'_ senda spo_o_fed message to the tracker an-
to other peers whereas the term leecher is used to uncing the victim as a participant in the swarm. However,
scribe peers which have not yet downloaded the whoté observed that this attack is less severe than an attack of
le. The collection of seeders/leechers for one torreRfP€ 2 and has an easy x as discussed in §ect|on 6. For
is called a swarm. the rest of the paper, we focus on attdgge 2in Table 1
because it is the most potent one. Attégge 2reports the

Torrent Web Sites and Search Engin@bese websites victim as one of the trackers. It eXpIOitS the fact that BitTo

publish the torrent les and help users locate them. rent relies on central trackers for nding the participatin
peers and for directing a downloader to different pieces of

Tracker(s): These are hosts responsible for coordina- le. This requires all clients to contact the tracker at-reg
ing the le distribution among peers. They keep tracilar intervals and thus can be used to launch a DDoS by
of clients downloading a certain le and direct newnanipulating the clients to believe that the victim hosts a
peers to other peers that have the le, or pieces of it.tracker. Another reason why this attack works is that there
is no BitTorrent handshake between the peer and the tracker,
Fig. 1 shows the typical sequence of operations in BitTo{ithough such a handshake exists between peers. This re-
rent while in centralized tracker mode. First, users browsgits in peers not recognizing that the victim (which they
the webto nd atorrent le of interest (step 1). This le canpgjieve is a tracker) is not running BitTorrent at all.
be obtained through well-known torrent search engines Ofrpg gasjest way to launch such an attack would be to pub-
by any other means such as personal communication or WeR  torrent le that contains the IP address(es) of a wict
forums. Once the user nds the torrent le, he/she downys the main tracker or as a list of trackers. However, this
loads it and opens it with a BitTorrent client. The clienf,iq not be very effective since the statistics for this tor
then connects to the tracker listed in the torrent le. The i o1 torrent web sites would show a swarm size of zero,
tracker then provides a sublist of peers currently dowroag, .o 1o valid responses can be received from its trackers:
ing the le(s) (steps 2a and 2b). Once the client obtains thes \oyid discourage further participation from the major
addresses of other peers in the swarm, it starts downloadigyt sers. Some sites won't even show the torrent in their

pieces of the le in parallel (step 3). BitTorrent can alSgiings unless the tracker reports a positive number al-see
operate in a distributed hash table(DHT) mode [6], but i} 5nd leechers.

:)h;rp;i%ir we only focus on the centralized tracker mode 0fA more subtle, and as it turns out also more effective,

attack (type 2 in Table 1) exploits the multi-tracker fea-

- . . ture [11] recently introduced to BitTorrent. Allowing muilt
3 \Vulnerabilities in BitTorrent 1] Y g

Several of the features that make BitTorrent popular andllt is interesting to report that we have published torrenithout re-
orting a positive number of seeders/leechers and they stéreown-

powerful can be maliciously exploited to turn itinto a DDo aded by a large number of users. This has two explanat@tiger these
platform. For example, the openness of trackers and tae users who download the torrents hoping that later on tineber of
rent search engines allows anybody to publish a torrent e@gders/leeche(s wiII_increase_‘; or these are automatsddbuimnloading
”y and without authentication, but can also cause secu@@y torre_nt p_ubhshed |rrespect!ve of its s_tatlstlcs. Em'repl_e, these cou_ld
organizations that are tracking down illegal copies ofie®and music
threats. There are several attack methods that could be Uggd the Internet, as also reported in [9] and [8]. Int¢iregly, we were

to launch DDoS attacks using BitTorrent. There are threshtacted by some of these organizations, during our exgets.




Table 1: Different Attack Methods

Attack Method BitTorrent Requirements
Mode
1 Report victim as a partici-| Centralized Send a spoofed message to the tracker announcing victimai@pating peer
pating peer Tracker Mode | in the swarm (mentioned and implemented in [10]). Or if oneheftrackers is
compromised, include the victim's address in the peer list.
2 Report victim as a tracker| Centralized Publish torrent le with multiple trackers. At least one gntontains the address

Tracker Mode | of the victim. Another entry contains the address of a madiiteacker, which
replies with a fake number of seeders/leechers

3 Report Victim as Peer inf DHT Mode Send a spoofe®ING message to the DHT, including the victim's source [P
DHT (mentioned in [10], but not implemented)
4 Combine 1,2, 3 both modes All requirements of 1,2, 3
trackers in the torrentimproves reliability, resilienodail- We tested the attack extensively toward one open HTTP

ure and allows load balancing among several trackers. plort and a large number of closed ports. We omit the results
addition to a fake torrent le the attack also requires a m&om other commonly used services, such as FTP, SMTP,
chine that runs a modi ed BitTorrent tracker. The fake toSAMBA and SSH, due to space constraints. Attacking open
rent le lists multiple trackers, the rst of which is the med ports increases the attack effectiveness because TCP con-
i ed tracker while the rest contain the victim's IP addressections are kept alive for longer periods and clients send
The modi ed tracker should respond with (fake) high statisarger packets beyond the TCP handshake.

tics to requests from the sites where the torrent was pubJo maintain the public interest in our torrents (to have
lished, thus make it appealing for users to download. Figlatge swarms), it is necessary to seed their les. The seed-
outlines the attack steps explained above. Note that the vigy rate can be as low as one Kbps. Another option is to cre-
tim can beanymachine on the Internet, and does not needdite specially crafted les for the chosen titles. These les
be participating in the swarm; it is suf cient that the tante should contains chunks of zero bits so that they match the

le lists the victim's IP as one of the trackers. le initialization of most clients. The clients then wrong-
fully believe that these zero bits are parts of the le that
4 |Internet Experiments were successfully downloaded. This leads users behind

these clients to believe that these les are being downldade

In this section we describe our Internet experiments wiskicessfully.
attacktype 2in Table 1. This is the most effective attack As a proof of concept, we conducted several experi-

and also the main contribution of this paper. ments, launching small scale attacks against our own vic-
) tim machine at UCI, an Intel Xeon 2.6 GHz running Debian
4.1 Experiment Setup GNU/Linux. The machine has 4GB RAM and is connected

. . . . to the network via a 100Mbps Ethernet interface. The ex-
We created a list of popular titles by parsing the web sng
q

. &riment scale was kept small on purpose to avoid poten-
of known torrent search €ngines. we thgn generated r linterference with the normal operation of BitTorrentia
dom les to match the le sizes of these titles and torre

. nfBCI's network. The incoming traf ¢ was logged using tcp-
les for each of them. We DUb_“ShEd these torrent les 0Hump and analyzed. The pgrameters we?/gried in gifferr)ent
W?" known torrent se_arc_h engme.s. These torrent I_es COQ)’(periments include the number of torrents and the number
tain a tracker list .Wh'Ch_ includes: rst one entry W't_h theof open/closed ports attacked. In the last experiment (IV),
Zg(_jlraeosrf)cg;::z:c;'f%%Egﬂﬁg&;?;:egﬂgg?se{]hgluégs\lli we also made the tracker report several entries with the vic-
Ioaaed these torrents, initially tried a-ggressively totach tim IP address in the peer st sent to the clients (attack typ

) . . : 1in Table 1). Table 2 summarizes the setup (number of tor-
&.1" trackers in the list. Afte_r a qllent estab_llshed_a CORNCnts and ports used) and results (measurements related to
tion to the rst tracker, WhICh is our modi ed B|t_Torr_entthe resulting attack) for each experiment.
tracker, it obeyed the update interval (announce inteimal)
that tracker's response message. This interval determiges Results and Analysis
the frequency of connections to the rest of the trackers in
the list and therefore directly affects the severity of the dor every experiment in Table 2, we analyzed the logged
tack. We set a small value for the announce interval (Igsacket traces and looked at several characteristics of the
than 30 seconds). This triggered a large number of cliddboS attack launched against our own victim machine.
requests toward all IP addresses in the tracker list. As abrie to lack of space, we are going to present results only
sult the modi ed tracker was also DDoS-ed alongside tfimm the last experiment (Experiment V). In particular, we
victim. This further forced all clients to contact more agsharacterize the following properties of the DDoS attack
gressively the victim machine in hope of contacting an ofitat we measured during experiment IV: (i) attack volume
erational tracker. in terms of number of TCP connections (Fig. 3), aggregate



Table 2: Summary of Experiments: Setup and Results durig$h56 hours.

Ports Attacked Throughput(Kbps)| Total Unique | TCP Conn. New Host Avg
Exp. # || # Torrents| Open (Freq)| Closed | Avg? | Max® # Hosts Avg/sec Interarrival Time (sec)
| 10 1(1) 6 62.77 | 127.28 25,331 753.93 7.89
Il 25 1(10) 10 137.78 | 252.40 55,127 1400.74 3.62
I 25 1(1) 501 132.97 | 538.38 86,320 1580.88 231
\Y] 25 1(50)+1(1) | 49+201 | 176.69 | 482.81 58,046 1440.17 3.44

aExcluding the initial transient period (6 hours) of the exent

torrents we caused an average attack rate of 137-176 (and
a maximum of 252-538) Kbps, that lasts for more than two
days. To put things in perspective, [10] had to LisE19tor-
rents to generate an attack of oM bps. Recall, that we
kept the attack volume low on purpose during these proof-
of-concept experiments. However, it is not dif cult to see
how this attack could scale up, e.g. if one automated the
process and launched a large-scale attack with hundreds or
even thousands of torrents. Furthermore, imagine an attack
launched by bots using the BitTorrent infrastructure. Each
zombie machine in the botnet, could self-initiate a small
scale attack such as those in experiments Il, Ill, IV (with
itself as the modi ed tracker) against the victim, so as to
Figure 3: Number of TCP connections (per second) ov@iake such an attack even more distributed. A botnet with
time n zombies will launc independent such attacks. We ob-
served practically no overlap (only 1.5%) between the at-
tacking hosts in different experiments (1,11, Ill, 1V). Gan
the capabilities of today's botnets, the resulting aggiega
attack would easily throttle links much larger than E1/T1.

Over 95% of the received packets were small TCP hand-
shake packetgl) 45 Bytes without the Ethernet header),
because a considerable number of ports on the victim ma-
chine attacked in experiment IV were closed ports as seen
in table 2. We point out that what makes the attack powerful
is the large number of hosts that could be achieved and not
the packet sizes.

Finally, Fig. 5 shows the percentage of attack traf c re-
ceived at different ports. As expected, open ports receive
Figure 4: Attack traf ¢ (incoming throughput, calculatet | more traf ¢ for the reasons discussed in the previous sec-
1 sec intervals) over time. tion. Comparing the traf c received in closed ports, we
make two interesting observations: (i) all attacked ports i
the same category receive more or less the same traf c (ii)
attack bandwidth (Fig. 4) and packet sizes (ii) spread attack type 2, as described in table 1, is one order of magni-
attack traf c among different sources (Fig. 6) and amorigde more powerful than attack type 1.

different subnets (Fig. 7). Attack Spread.The next question is how much attack
Attack Volume Fig. 3 shows the number of attemptegtaf c is contributed by different attack sources, and how
and open TCP connections per second at the victim. Imhase attack sources are spread on the Internet. Fig. 6 shows
couple of hours the attack ramps up and reaches up to 18 contribution of different sources to the total volume of
TCP connections. Interestingly, this high rate of connesttack traf c. We can see that not all hosts contribute sim-
tions sustains for about 3 days with an average rate of 14{4. amount of traf c i.e. 80% of the hosts generate 10%
This translates to a steady incoming attack throughputdgishe traf ¢ (and therefore the remaining 20% of the hosts
shown in Fig. 4. Note that this duration is not a functiogenerate 90% of the traf c). However, this does not neces-
of how long we run the experiment, because most torregtgily mean that this attack can be easily handled by lgrin
were removed after one day from the websites. But we sglit a few bad-behaving IPs. In experiment IV, 20% of the
received traf ¢ for a couple of days. hosts translates to more than 11,500 hosts in absolute num-
The results from all experiments show that with only 25ers; this number will be even larger if a large-scale attack
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5 Fixes and Solutions
//
3 05
5 o / The main solution to the attack presented in this paper is to
£ o8 / have a handshake between peers and trackers. In the case
02 g where a host (tracker) does not respond to a peer's request
R with a valid BitTorrent protocol message, it should be in-
leos  teos oot 001 o1 1 ferred that this host is not running BitTorrent. The peer
Figure 6: % of sources va. 9% traf c received should then exclude that address from its tracker list, or

set a high retry interval for that speci c tracker. Another

x would be for web sites hosting torrents to check and

report whether all trackers are active, or even remove the
is launched with hundreds of torrents. non-responding trackers from the tracker list in the tarren

. __Another measure could be to restrict the size of the tracker
Fig. 7 shows the number of attack hosts per differef; to reduce the effectiveness of such an attack. On the

class A, B and C networks. We observed that 58,046 uniqy&,nside, these changes may cripple the functionality that
IP addresses contacted our victim machine. About 87% g8 myiti-tracker extension was meant to provide, such as
them are in different class C addresses and 12% of thg{Rq palancing and backup service. Another approach is to
have different class B networks. The large number of difyoig user controlled trackers. Some web sites already re-
ferent networks observed con rms our hypothesis that Yspce the tracker address in the torrent le with their own
ing BitTorrent as an attack platform yields a very distréalit ¢4nrolled tracker. In those cases, the web sites have to de-
DDosS attack. Filtering at the victim's gateway based on thg,y several trackers and ensure that they can sustain the
source-IP address at the gateway, would not be effectivgdgq of tracking large numbers of torrents. In all cases, one

this case. would have to trade-off openness and scalability, which are

We also analyzed the structure of the attack graph. \ixe main features that make P2P systems attractive at the
used traceroute to identify the routers on the paths from the} Place, for security.
attack sources to our victim. We found that attack SOUrCesH . the client side, BitTorrent clients could detect such

o 0
were located as far 0 hops away from the victim50% malicious torrents by analyzing data about the swarm. For

- o
of ttrz)eg)\alires \;\”tgm \%\?erzﬁgi %ﬁ%;gsn%%ﬁ;:othgg\gte ample, if the torrent is malicious, peers will have exactl
;Jp y Ip f\t,\tlw Y- ttack h (dist ¢ tl;1 o] same pieces of the le (if any); the state of the swarm
erent ievels ot the atltack grap (dis ance from the VICimy, e main unchanged for long periods of time; most track-
and characterized the node degree at different levels.

. - will be unresponsive etc.
obtained the statistics for node degree at each level (node P

degree was larger closer to the victim) and other propertiesto prevent the automation of publishing fake tor-
which we have to omit here for lack of space. We are Citents, which could dramatically multiply the volume of
rently working on developing a model for the DDoS attadiijtTorrent-based DDoS attacks, we recommend using a re-
graph based on our measurements; this model could be Uagide Turing test when uploading a torrent to a web site. A

by the research community to evaluate defense mechanig@s of the torrent search engines already have this imple-
(e.g. ltering) against such a DDoS attack. mented.
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