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Abstract�Our goal in this paper is to develop a practical
framework for obtaining a uniform sample of users in an online
social network (OSN) by crawling its social graph. Such a
sample allows to estimate any user property and some topological
properties as well. To this end, �rst, we consider and compare
several candidate crawling techniques. Two approaches that can
produce approximately uniform samples are the Metropolis-
Hasting random walk (MHRW) and a re-weighted random walk
(RWRW). Both have pros and cons, which we demonstrate
through a comparison to each other as well as to the �ground
truth.� In contrast, using Breadth-First-Search (BFS) or an unad-
justed Random Walk (RW) leads to substantially biased results.
Second, and in addition to of�ine performance assessment, we
introduce online formal convergence diagnostics to assess sample
quality during the data collection process. We show how these
diagnostics can be used to effectively determine when a random
walk sample is of adequate size and quality. Third, as a case
study, we apply the above methods to Facebook and we collect
the �rst, to the best of our knowledge, representative sample of
Facebook users. We make it publicly available and employ it
to characterize several key properties of Facebook.

Index Terms�Sampling methods, Social network services,
Facebook, Random Walks, Convergence, Measurements, Graph
sampling.

I. INTRODUCTION

Online Social Networks (OSNs) have recently emerged as

a new Internet �killer-application.� The adoption of OSNs by

Internet users is off-the-charts with respect to almost every

metric. In November 2010, Facebook, the most popular

OSN, counted more than 500 million members; the total

combined membership in the top �ve OSNs (Facebook,

QQ, Myspace, Orkut, Twitter) exceeded 1 billion users.

Putting this number into context, the population of OSN users

is approaching 20% of the world population and is more than

50% of the world’s Internet users. According to Nielsen [1],

users worldwide currently spend over 110 billion minutes on

social media sites per month, which accounts for 22% of

all time spent online, surpassing even time spent on email.

According to Alexa [2], a well-known traf�c analytics website,

Facebook is the second most visited website on the Internet
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(second only to Google) with each user spending 30 minutes

on average per day on the site (more than the time spent

on Google). Four of the top �ve OSNs are also contained in

Alexa’s top 15 websites in regard to traf�c rankings. Clearly,

OSNs in general, and Facebook in particular, have become

an important phenomenon on the Internet.

OSNs are of interest to several different communities. For

example, sociologists employ them as a venue for collecting

relational data and studying online human behavior. Marketers,

by contrast, seek to exploit information about OSNs in the

design of viral marketing strategies. From an engineering

perspective, understanding OSNs can enable the design of

better networked systems. For example, an OSN provider

may want to understand the social graph and user activity in

order to improve user experience by optimizing the design

of their datacenters and/or data storage on the cloud [3];

or by providing personalized services and ads. A network

provider may also want to understand the traf�c generated by

activities of OSN users in order to design mechanisms, such

as caching [4] and traf�c engineering [5], to better serve that

traf�c.

Another potential use of OSNs is in algorithms that employ

trusted or in�uential users, e.g., to thwart unwanted commu-

nication while not impeding legitimate communication [6]; to

utilize social trust for collaborative spam �ltering [7]; or to en-

able online personas to cost-effectively obtain credentials [8].

Third-party applications are also interested in OSNs in order

to provide personalized services as well as to become popular.

The immense interest generated by OSNs has given rise

to a number of measurement and characterization studies that

attempt to provide a �rst step towards their understanding.

Only a very small number of these studies are based on

complete datasets provided by the OSN operators [9,10]. A

few other studies have collected a complete view of speci�c

parts of OSNs; e.g., [11] collected the social graph of the

Harvard university network. However, the complete dataset

is typically unavailable to researchers, as most OSNs are

unwilling to share their company’s data even in an anonymized

form, primarily due to privacy concerns.

Furthermore, the large size1 and access limitations of most

OSN services (e.g., login requirements, limited view, API

query limits) make it dif�cult or nearly impossible to fully

1 A back-of-the-envelope calculation of the effort needed to crawl
Facebook’s social graph is as follows. In December 2010, Facebook
advertised more than 500 million active users, each encoded by 64 bits (4
bytes) long userID, and 130 friends per user on average. Therefore, the
raw topological data alone, without any node attributes, amounts to at least
500M � 130 � 8 bytes ’ 520 GBytes.
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cover the social graph of an OSN. In many cases, HTML

scraping is necessary, which increases the overhead multifold.2

Instead, it would be desirable to obtain and use a small but

representative sample.

Given this, sampling techniques are essential for practical

estimation of OSN properties. While sampling can, in princi-

ple, allow precise population-level inference from a relatively

small number of observations, this depends critically on the

ability to draw a sample with known statistical properties. The

lack of a sampling frame (i.e., a complete list of users, from

which individuals can be directly sampled) for most OSNs

makes principled sampling especially dif�cult. To elude this

limitation, our work focuses on sampling methods that are

based on crawling of friendship relations - a fundamental

primitive in any OSN.

Our goal in this paper is to provide a framework for

obtaining an asymptotically uniform sample (or one that can

be systematically reweighted to approach uniformity) of OSN

users by crawling the social graph. We provide practical

recommendations for appropriately implementing the frame-

work, including: the choice of crawling technique; the use

of online convergence diagnostics; and the implementation of

high-performance crawlers. We then apply our framework to

an important case-study - Facebook. More speci�cally, we

make the following three contributions.

Our �rst contribution is the comparison of several candidate

graph-crawling techniques in terms of sampling bias and

ef�ciency. First, we consider Breadth-First-Search (BFS) -

the most widely used technique for measuring OSNs [9,12]

including Facebook [13]. BFS sampling is known to in-

troduce bias towards high degree nodes, which is highly

non-trivial to characterize analytically [14,15] or to correct.

Second, we consider Random Walk (RW) sampling, which

also leads to bias towards high degree nodes, but whose bias

can be quanti�ed by Markov Chain analysis and corrected via

appropriate re-weighting (RWRW) [16,17]. Then, we consider

the Metropolis-Hastings Random Walk (MHRW) that can

directly yield a uniform stationary distribution of users. This

technique has been used in the past for P2P sampling [18],

recently for a few OSNs [19,20], but not for Facebook.

Finally, we also collect a uniform sample of Facebook

userIDs (UNI), selected by a rejection sampling procedure

from Facebook’s 32-bit ID space, which serves as our

�ground truth�. We compare all sampling methods in terms

of their bias and convergence speed. We show that MHRW

and RWRW are both able to collect asymptotically uniform

samples, while BFS and RW result in a signi�cant bias in

practice. We also compare the ef�ciency MHRW to RWRW,

via analysis, simulation and experimentation and discuss their

pros and cons. The former provides a sample ready to be

used by non-experts, while the latter is more ef�cient for all

practical purposes.

Our second contribution is that we introduce, for the �rst

time in this context, the use of formal convergence diagnostics

(namely Geweke and Gelman-Rubin) to assess sample quality

2For the example in footnote 1, one would have to download about 500M�
230 KBytes ’ 115 TBytes of uncompressed HTML data.

in an online fashion. These methods (adapted from Markov

Chain Monte Carlo applications) allow us to determine, in the

absence of a ground truth, when a sample is adequate for use,

and hence when it is safe to stop sampling. These is a critical

issue in implementation.

Our third contribution is that we apply and compare all the

aforementioned techniques for the �rst time, to the best of

our knowledge, on a large scale OSN. We use Facebook

as a case study by crawling its web front-end, which is

highly non-trivial due to various access limitations, and we

provide guidelines for the practical implementation of high-

performance crawlers. We obtain the �rst representative sam-

ple of Facebook users, which we make publicly avail-

able [21]; we have received approximately 500 requests for

this dataset in the last eighteen months. Finally, we use the

collected datasets to characterize several key properties of

Facebook, including user properties (e.g., privacy settings)

and topological properties (e.g., the node degree distribution,

clustering, and assortativity).

The structure of this paper is as follows. Section II discusses

related work. Section III describes the sampling methodol-

ogy, including the assumptions and limitations, the candi-

date crawling techniques and the convergence diagnostics.

Section IV describes the data collection process, including

the implementation of high-performance crawlers, and the

collected data sets from Facebook. Section V evaluates

and compares all sampling techniques in terms of ef�ciency

(convergence of various node properties) and quality (bias) of

the obtained sample. Section VI provides a characterization of

some key Facebook properties, based on the MHRW sample.

Section VII concludes the paper. The appendices elaborate

on the following points: (A) the uniform sample obtained

via userID rejection sampling, used as �ground truth� in this

paper; (B) the lack of temporal dynamics in Facebook, in the

timescale of our crawls; and (C) a comparison of the sampling

ef�ciency of MHRW vs. RWRW.

II. RELATED WORK

Broadly speaking, there are two bodies of work related to

this paper: (i) sampling techniques, investigating the quality

and ef�ciency of the sampling technique itself and (ii) charac-

terization studies, focusing on the properties of online social

networks based on the collected data. In this section, we review

this related literature and place our work in perspective.

A. Graph sampling techniques

Graph sampling techniques, via crawling, can be roughly

classi�ed into two categories: graph traversal techniques and

random walks. In graph traversal techniques, nodes are sam-

pled without replacement: once a node is visited, it is not

visited again. These methods differ in the order in which they

visit the nodes; examples include Breadth-Search-First (BFS),

Depth-First Search (DFS), Forest Fire (FF) and Snowball

Sampling (SBS) [22].

BFS, in particular, is a basic technique that has been

used extensively for sampling OSNs in past research [9,12,

13,23,24]. One reason for this popularity is that an (even
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incomplete) BFS sample collects a full view (all nodes and

edges) of some particular region in the graph. However, BFS

has been shown to lead to a bias towards high degree nodes

in various arti�cial and real world topologies [25]�[27]. Our

work also con�rms the bias of BFS when sampling Online

Social Networks. It is worth noting that BFS and its variants

lead to samples that not only are biased but also do not

have known statistical properties (and hence cannot in general

be used to produce trustworthy estimates). Although recent

work suggests that it is possible to analytically compute

and correct this bias for random graphs with certain degree

distributions [14], these methods are mere heuristics under

arbitrary graphs [15] and will fail for networks with large-

scale heterogeneity (e.g., block structure).

Random walks on graphs are a well-studied topic; see [28]

for an excellent survey. They have been used for sampling the

World Wide Web (WWW) [29,30], peer-to-peer networks [17,

18,31], and other large graphs [32]. Similarly to traversals,

random walks are typically biased towards high-degree nodes.

However, the bias of random walks can be analyzed and

corrected for using classical results from Markov Chains. If

necessary, such a bias correction can be obtained during the

walk itself - the resulting Metropolis-Hasting Random Walk

(MHRW) described in Section III-C4 has been applied by

Stutzbach et al. [18] to select a representative sample of

peers in the Gnutella network. Alternatively, we can re-weight

the sample after it is collected - the resulting Re-Weighted

Random Walk (RWRW) described in Section III-C3 has been

recently compared with MHRW in the context of peer-to-peer

sampling by Rasti et al. [17]. Further improvements or variants

of random walks include random walk with jumps [29,33],

multiple dependent random walks [34], weighted random

walks [35], or multigraph sampling [36].

Our work is most closely related to the random walk

techniques. We obtain unbiased estimators of user properties

in Facebook using MHRW and RWRW and we compare the

two through experiments and analysis; BFS and RW (without

re-weighting) are used mainly as baselines for comparison.

We complement the crawling techniques with formal, online

convergence diagnostic tests using several node properties.To

the best of our knowledge, this has not been done before

in measurements of such systems. The closest to formal

diagnostics is the work by Latapy et al. [37] which studies

how the properties of interest evolve when the sample grows

to practically detect steady state. We also implement multiple

parallel chains. Multiple chains started at the same node have

been recently used in [17]. In contrast, we start different chains

from different nodes. We demonstrate that random walks,

whose bias can be analyzed and corrected, are able to estimate

properties of users in OSNs remarkably well in practice. We

also �nd that correcting for the bias at the end (RWRW),

rather than during the walk (MHRW) is more ef�cient for

all practical purposes - a �nding that agrees with [17].

In terms of application, we apply the measurement tech-

niques to online social networks and study characteristics

speci�c to that context. To the best of our knowledge, we

are the �rst to obtain an unbiased sample of a large scale

OSN, namely Facebook, and make it publicly available.

Krishnamurthy et al. [20] ran a single Metropolis Random

Walk, inspired by [18], on Twitter as a way to verify the

lack of bias in their main crawl used throughout the paper.

However, the Metropolis algorithm was not the main focus

of their paper and Twitter is a directed graph which requires

different treatment. Parallel to our work, Rasti et al. [19] also

applied similar random walk techniques to collect unbiased

samples of Friendster.

Previous work on the temporal dynamics of social networks

includes [19,38]�[41]. Kumar et al. [38] studied the structure

and evolution of Flickr and Yahoo! from datasets provided by

the OSN providers. Backstrom et al. [39] presented different

ways in which communities in social networks grow over time

and [40] proposed a method for modeling relationships that

change over time in a social network. Willinger et al. [41] pro-

posed a multi-scale approach to study dynamic social graphs

at a coarser level of granularity. Rasti et al. [19] evaluate

the performance of random walks in dynamic graphs via

simulations and show that there is a tradeoff between number

of parallel samplers, churn and accuracy. In our work, we

assume that the social graph remains static during the crawl,

which we show in Appendix B to be the case for Facebook

in practice. Therefore, we do not consider dynamics, which

are essential in other sampling contexts.

A unique asset of our study is the collection of a true

uniform sample of OSN users through rejection sampling of

userIDs (UNI), which served as ground truth in this paper; see

Section III-D. We note that UNI yields a uniform sample of

users regardless of the allocation policy of userIDs by the

OSN, as shown in Appendix A. UNI is essentially a star

random node sampling scheme [42]; this is different from the

induced subgraph random node sampling schemes that were

evaluated in [32,43].

B. Characterization studies of OSNs

Several papers have measured and characterized properties

of OSNs. In [44], Krishnamurthy presents a summary of

the challenges that researchers face in collecting data from

OSNs. In [9], Ahn et al. analyze three online social networks;

one complete social graph of Cyworld obtained from the

Cyworld provider, and two small samples from Orkut

and Myspace crawled with BFS. In [12,23], Mislove et al.

studied the properties of the social graph in four popular

OSNs: Flickr, LiveJournal, Orkut, and YouTube.

Their approach was to collect the large Weakly Connected

Component, also using BFS; their study shows that OSNs are

structurally different from other complex networks.

[11,13,45] are related to this paper in that they also study

Facebook. Wilson et al. [13] collect and analyze social

graphs and user interaction graphs in Facebook between

March and May 2008. Their methodology is what we refer

to as Region-Constrained BFS: they exhaustively collect all

open user pro�les and their list of friends in the largest regional

networks. Such Region-Constrained BFS might be appropriate

to study particular regions, but it does not provide Facebook-

wide information, which is the goal of this paper. Furthermore,

the percentage of users in the social graph retrieved in [13] is
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30%-60% less than the maximum possible in each network.3

Our �ndings show some noteworthy differences from [13]: for

example, we �nd larger values of the degree-dependent clus-

tering coef�cient, signi�cantly higher assortativity coef�cient,

and a degree distribution that does not follow a power law.

Finally, Wilson et al. [13] focus on the user interaction graph,

while we focus on the friendship graph. [11] and [45] have also

made publicly available and analyzed datasets corresponding

to university networks from Facebook with many annotated

properties for each student. In contrast, we collect a sample

of the global Facebook social graph.

Other works that have measured properties of Facebook

include [24,46]�[48]. In [46], Krishnamurthy et al. examine

the usage of privacy settings in Myspace and Facebook,

and the potential privacy leakage in OSNs. Compared to that

work, we have one common privacy attribute, �View friends�,

for which we observe similar results using our unbiased

sample. We also have additional privacy settings and the

one-hop neighborhood for every node, which allows us to

analyze user properties conditioned on their privacy awareness.

Bonneau et al. [47] demonstrate that many interesting user

properties can be accurately approximated just by crawling

�public search listings�.

Finally, there is a large body of work on the collection

and analysis of datasets for platforms or services that are

not pure online social networks but include social networking

features. To mention a few examples, Liben-Nowell et al. [49]

studied the LiveJournal online community and showed a

strong relationship between friendship and geography in social

networks. Cha et al. [50] presented a data-driven analysis of

user generated content video popularity distributions by using

data collected from YouTube and Daum. Gill et al. [51] also

studied a wide range of features of YouTube traf�c, includ-

ing usage patterns, �le properties, popularity and referencing

characteristics. In [36], we crawl Last.FM a music site with

social networking features.

C. Our prior and related work.

The conference version of this work appeared in [52].

This paper is revised and extended to include the following

materials. (i) A detailed discussion of the uniform userID

rejection sampling, which is used as ground truth in this

work; see Section III-D and Appendix A. (ii) An empirical

validation of the assumption that the social graph is static in

the time scales of the crawl; see Appendix B. (iii) A detailed

comparison of MHRW and RWRW methods and the �nding

that RWRW is more ef�cient for all practical purposes; see

Section V-A for an experimental comparison on Facebook

and Appendix C for a comparison via analysis and simulation.

(iv) An extended section on the characterization of Facebook

based on a representative sample; see Section VI for additional

�gures on node properties and topological characteristics, and

3More speci�cally, it is most likely that for the collection of the social
graph, their BFS crawler does not follow users that have their �view pro�le�
privacy setting closed and �view friends� privacy setting open.We infer that,
by the discrepancy in the percentage of users for those settings as reported in
a Facebook privacy study conducted during the same time in [46] i.e., in
networks New York, London, Australia, Turkey.

new results on privacy settings. (iv) A comprehensive review

of related work in this section.

This work focuses on providing a practical sampling frame-

work (e.g., choosing a crawling method, utilizing online

convergence diagnostics, implementation issues) for a well-

connected OSN social graph. Other related -but distinct-

work from our group that appear in the same issue include:

(i) multigraph sampling [36], a method that utilizes multiple

relations to crawl the social graph and is well suited for OSNs

with either poorly connected or highly clustered users, (ii) a

BFS bias correction procedure [15].

III. SAMPLING METHODOLOGY

We consider OSNs, whose social graph can be modeled as

a graph G = (V; E), where V is a set of nodes (users) and E
is a set of edges.

A. Assumptions

We make the following assumptions and discuss the extent

to which they hold:

A1 G is undirected. This is true in Facebook (its friendship

relations are mutual), but in Twitter the edges are directed,

which signi�cantly changes the problem [20,29,53].

A2 We are interested only in the publicly available part of G.

This is not a big limitation in Facebook, because all the

information we collect is publicly available under default

privacy settings.

A3 G is well connected, and/or we can ignore isolated nodes.

This holds relatively well in Facebook thanks to its

high connection density. In contrast, in Last.fm the

friendship graph is highly fragmented, which may require

more sophisticated crawling approaches [36].

A4 G remains static during the duration of our crawl. We

argue in Appendix B that this assumption holds well in

Facebook.

A5 The OSN supports crawling. This means that on sampling

a node v we learn the identities of all its neighbors. It

is typically true in OSNs, e.g., through some mechanism

such as an API call or HTML scraping (both available in

Facebook).

B. Goal and applications

Our goal is to obtain a uniform sample (or more generally

a probability sample) of OSN users by crawling the social

graph. This is interesting in its own right, as it allows to

estimate frequencies of user attributes such as age, privacy

settings etc. Furthermore, a probability sample of users allows

us to estimate some local topological properties such as node

degree distribution, clustering and assortativity. In Section

VI-A, we compute the last two properties based on the one-

hop neighborhood of nodes. Therefore, a random sample of

nodes, obtained using our methodology, is a useful building

block towards characterizing structural properties.

We would like to emphasize, however, that a sample of

nodes cannot be directly used to obtain a �representative topol-

ogy� for estimating global structural properties. For example,
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the nodes and edges in the sample, possibly together with their

neighbors (nodes and edges in the egonets) do not necessarily

provide a graph representative of the entire Facebook with

respect to properties such as e.g., geodesics. Therefore, if

global structural properties rather than local properties or

user attributes are of interest, our node sampling needs to be

combined with other techniques such as matrix completion

[54] or block modeling [55].

C. Sampling via crawling

The process of crawling the social graph starts with an

initially selected node and proceeds iteratively. In every op-

eration, we visit a node and discover all its neighbors. There

are many ways in which we can proceed, depending on which

neighbor we choose to visit next. In this section, we describe

the sampling methods implemented and compared in this

paper.

1) Breadth First Search (BFS): At each new iteration the

earliest explored but not-yet-visited node is selected next. As

this method discovers all nodes within some distance from the

starting point, an incomplete BFS is likely to densely cover

only some speci�c region of the graph.

2) Random Walk (RW): In the classic random walk [28],

the next-hop node w is chosen uniformly at random among

the neighbors of the current node v. I.e., the probability of

moving from v to w is

P RW

v;w =

�

1
kv

if w is a neighbor of v,

0 otherwise:

RW is inherently biased. Assuming a connected graph and

aperiodicity, the probability of being at the particular node v
converges to the stationary distribution �RW

v = kv

2�jEj , i.e. the

classic RW samples nodes w.p. �RW

v � kv. This is clearly

biased towards high degree nodes; e.g., a node with twice the

degree will be visited by RW twice more often. In Section V,

we show that several other node properties are correlated with

the node degree and thus estimated with bias by RW sampling.

3) Re-Weighted Random Walk (RWRW): A natural next step

is to crawl the network using RW, but to correct for the degree

bias by an appropriate re-weighting of the measured values.

This can be done using the Hansen-Hurwitz estimator 4 [56]

as �rst shown in [16,57] for random walks and also later used

in [17]. Consider a stationary random walk that has visited

V = v1; :::vn unique nodes. Each node can belong to one

of m groups with respect to a property of interest A, which

might be the degree, network size or any other discrete-valued

node property. Let (A1; A2; ::; Am) be all possible values of

A and corresponding groups; [m
1 Ai = V . E.g., if the property

of interest is the node degree, Ai contains all nodes u that

have degree ku = i. To estimate the probability distribution

of A, we need to estimate the proportion of nodes with value

Ai; i = 1; ::m:

p̂(Ai) =

P

u2Ai
1=ku

P

u2V 1=ku

(1)

4The simple estimators we use in this paper, e.g., see Eq. (1), are Hansen-
Hurwitz estimators, which are well-known to have good properties (consistent
and unbiased) under mild conditions; see [55] for proof of consistency.

Estimators for continuous properties can be obtained using

related methods, e.g., kernel density estimators.

4) Metropolis-Hastings Random Walk (MHRW): Instead of

correcting the bias after the walk, one can appropriately mod-

ify the transition probabilities so that the walk converges to

the desired uniform distribution. The Metropolis-Hastings al-

gorithm [58] is a general Markov Chain Monte Carlo (MCMC)

technique [59] for sampling from a probability distribution �
that is dif�cult to sample from directly. In our case, we would

like to sample nodes from the uniform distribution �v = 1
jV j .

This can be achieved by the following transition probability:

P MH

v;w =

8

<

:

min( 1
kv

; 1
kw

) if w is a neighbor of v,

1 �
P

y 6=v P MH

v;y if w = v,

0 otherwise:

It can be shown that the resulting stationary distribution

is �MH

v = 1
jV j , which is exactly the uniform distribution

we are looking for. P MH

v;w implies the following algorithm,

which we refer to simply as MHRW in the rest of the

paper:

v  initial node.
while stopping criterion not met do

Select node w uniformly at random from neighbors of v.
Generate uniformly at random a number 0�p�1.
if p �

kv

kw
then

v  w.
else

Stay at v
end if

end while

At every iteration of MHRW, at the current node v we

randomly select a neighbor w and move there w.p. min(1; kv

kw

).
We always accept the move towards a node of smaller degree,

and reject some of the moves towards higher degree nodes.

This eliminates the bias towards high degree nodes.

D. Ground Truth: Uniform Sample of UserIDs (UNI)

Assessing the quality of any graph sampling method on an

unknown graph, as it is the case when measuring real systems,

is a challenging task. In order to have a �ground truth� to

compare against, the performance of such methods is typically

tested on arti�cial graphs.

Fortunately, Facebook was an exception during the time

period we performed our measurements. We capitalized on a

unique opportunity to obtain a uniform sample of Facebook

users by generating uniformly random 32-bit userIDs, and by

polling Facebook about their existence. If the userID exists

(i.e., belongs to a valid user), we keep it, otherwise we discard

it. This simple method is a textbook technique known as

rejection sampling [60] and in general it allows to sample from

any distribution of interest, which in our case is the uniform.

In particular, it guarantees to select uniformly random userIDs

from the allocated Facebook users regardless of their actual

distribution in the userID space, even when the userIDs are

not allocated sequentially or evenly across the userID space.

For completeness, we re-derive this property in Appendix VII.

We refer to this method as �UNI� and use it as a ground-truth

uniform sampler.
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Although UNI sampling solves the problem of uniform node

sampling in Facebook, crawling remains important. Indeed,

the userID space must not be sparsely allocated for UNI to

be ef�cient. During our data collection (April-May 2009) the

number of Facebook users (� 200 � 106) was comparable

to the size of the userID space (232 � 4:3 � 109), resulting

in about one user retrieved per 22 attempts on average. If the

userID were 64 bit long or consisting of strings of arbitrary

length, UNI would had been infeasible.5

In summary, we were fortunate to be able to obtain a

uniform independence sample of userIDs, which we then used

as a baseline for comparison (our �ground truth�) and showed

that our results conform closely to it. However, crawling

friendship relations is a fundamental primitive available in all

OSNs and, we believe, the right building block for designing

sampling techniques in OSNs in the general case.

E. Convergence

1) Using Multiple Parallel Walks: Multiple parallel walks

are used in the MCMC literature [59] to improve convergence.

Intuitively, if we only have one walk, the walk may get

trapped in cluster while exploring the graph, which may lead to

erroneous diagnosis of convergence. Having multiple parallel

walks reduces the probability of this happening and allows for

more accurate convergence diagnostics. An additional advan-

tage of multiple parallel walks, from an implementation point

of view, is that it is amenable to parallel implementation from

different machines or different threads in the same machine.

2) Detecting Convergence with Online Diagnostics: Valid

inferences from MCMC are based on the assumption that the

samples are derived from the equilibrium distribution, which

is true asymptotically. In order to correctly diagnose when

convergence to equilibrium occurs, we use standard diagnostic

tests developed within the MCMC literature [59]. In particular,

we would like to use diagnostic tests to answer at least the

following questions:

� How many of the initial samples in each walk do we need

to discard to lose dependence from the starting point (or

burn-in) ?

� How many samples do we need before we have collected

a representative sample?

A standard approach is to run the sampling long enough

and to discard a number of initial burn-in samples proactively.

From a practical point of view, however, the burn-in comes at a

cost. In the case of Facebook, it is the consumed bandwidth

(in the order of gigabytes) and measurement time (days or

weeks). It is therefore crucial to assess the convergence of

our MCMC sampling, and to decide on appropriate settings

of burn-in and total running time.

Given that during a crawl we do not know the target

distribution, we can only estimate convergence from the sta-

tistical properties of the walks as they are collected. Here

5To mention a few such cases in the same time frame: Orkut had a 64bit
userID and hi5 used a concatenation of userID+Name. Interestingly, within
days to weeks after our measurements were completed, Facebook changed
its userID allocation space from 32 bit to 64 bit [61]. Section V-B3 contains
more information about userID space usage in Facebook in April 2009.

Fig. 1. Basic node information collected when visiting a user u.

we present two standard convergence tests, widely accepted

and well documented in the MCMC literature, Geweke [62]

and Gelman-Rubin [63], described below. In Section V, we

apply these tests on several node properties, including the

node degree, userID, network ID and membership in a speci�c

network; please see Section V-A5 for details. Below, we brie�y

outline the rationale of these tests.

Geweke Diagnostic. The Geweke diagnostic [62] detects

the convergence of a single Markov chain. Let X be a

single sequence of samples of our metric of interest. Geweke

considers two subsequences of X , its beginning Xa (typically

the �rst 10%), and its end Xb (typically the last 50%). Based

on Xa and Xb, we compute the z-statistic:

z =
E(Xa) � E(Xb)

p

V ar(Xa) + V ar(Xb)

With increasing number of iterations, Xa and Xb move further

apart, which limits the correlation between them. As they

measure the same metric, they should be identically distributed

when converged and, according to the law of large numbers,

the z values become normally distributed with mean 0 and

variance 1. We can declare convergence when all values fall

in the [�1; 1] interval.

Gelman-Rubin Diagnostic. Monitoring one long sequence

of nodes has some disadvantages. For example, if our chain

stays long enough in some non-representative region of the

parameter space, we might erroneously declare convergence.

For this reason, Gelman and Rubin [63] proposed to monitor

m > 1 sequences. Intuitively speaking, the Gelman-Rubin

diagnostic compares the empirical distributions of individ-

ual chains with the empirical distribution of all sequences

together: if these two are similar, we declare convergence.

The test outputs a single value R that is a function of means

and variances of all chains. With time, R approaches 1, and

convergence is declared typically for values smaller than 1.02.

IV. DATA COLLECTION

A. User properties of interest

Fig. 1 summarizes the information collected when visiting

the �show friends� web page of a sampled user u, which we

refer to as basic node information.
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bit attribute explanation

1 Add as friend =1 if w can propose to ‘friend’ u
2 Photo =1 if w can see the pro�le photo of u
3 View friends =1 if w can see the friends of u
4 Send message =1 if w can send a message to u

TABLE I
PRIVACY SETTINGS OF A USER u WITH RESPECT TO HER NON-FRIEND w.

Name and userID. Each user is uniquely de�ned by her

userID, which is a 32-bit number6. Each user presumably

provides her real name. The names do not have to be unique.

Friends list. A core idea in social networks is the possibility

to declare friendship between users. In Facebook, friendship

is always mutual and must be accepted by both sides. Thus

the social network is undirected.

Networks. Facebook uses two types of �networks� to

organize its users. The �rst are regional (geographical) net-

works7. There are 507 prede�ned regional networks that

correspond to cities, regions, and countries around the world.

A user can freely join any regional network but can be a

member of only one regional network at a time. Changes

are allowed, but no more than twice every 6 months (April

2009). The second type of networks contain user af�liations

with colleges, workplaces, and high schools and have stricter

membership criteria: they require a valid email account from

the corresponding domain, e.g., to join the UC Irvine network

you have to provide a �@uci.edu� email account. A user can

belong to many networks of the second type.

Privacy settings Qv. Each user u can restrict the amount

of information revealed to any non-friend node w, as well as

the possibility of interaction with w. These are captured by

four basic binary privacy attributes, as described in Table I.

We refer to the resulting 4-bit number as privacy settings Qv

of node v. By default, Facebook sets Qv = 1111 (allow all).

Friends of u. The �show friends� web page of user u
exposes network membership information and privacy settings

for each listed friend. Therefore, we collect such information

for all friends of u, at no additional cost.

Pro�les. Much more information about a user can poten-

tially be obtained by viewing her pro�le. Unless restricted by

the user, the pro�le can be displayed by her friends and users

from the same network. In this work, we do not collect any

pro�le information, even if it is publicly available. We study

only the basic node information shown in Fig.1.

Ego Networks. The sample of nodes collected by our

method enables us to study many features of FB users in a

statistically unbiased manner. However, more elaborate topo-

logical measures, such as clustering coef�cient and assortativ-

ity, cannot be easily estimated based purely on a single-node

view. For this reason, we decided to also collect a number

6Facebook changed to 64-bit user ID space after May 2009 [61] whereas
our crawls were collected during April-May 2009.

7Regional networks were available at the time of this study but were phased
out starting from June 2009 [64]

Fig. 2. (a) Sampled user u with observed edges in yellow color. (b) The
extended ego network of user u with observed nodes and edges in yellow
color. Invalid neighbor w, whose privacy settings Qw = � � 0� do not allow
friend listing, is discarded.

Fig. 3. Distributed Crawling of an Online Social Network

of extended ego nets 8 (see Fig 2), for �37K �ego� nodes,

randomly selected from all nodes in MHRW.

B. Crawling Process

In order to apply our methodology to real-life OSNs,

we implemented high-performance distributed crawlers that

explored the social graph in a systematic and ef�cient way.

1) Challenges: There are several practical challenges we

faced while crawling the social graph of OSNs. First, OSNs

usually use some defense mechanisms against automated

data mining. Mislove et al. [12] reported rate limits per IP

while crawling Orkut. Similarly, in our Facebook crawls

we experienced banned accounts, probably due to excessive

traf�c. Second, in Facebook, the API calls are usually more

restrictive than HTML scraping, which forced us to implement

the latter. Third, many modern web sites enable asynchronous

8We use the extended egonet sample differently from the Random Node
Neighbor (RNN) sample presented in [32]. We are interested in estimating
properties of the ego nodes only whereas RNN [32] looks at the induced
subgraph of all sampled nodes and is interested in estimating properties of
the ego and all alters. Therefore, the sample of extended egonets, that we
collect in this work, is expected to capture very well community structure
properties (i.e., clustering coef�cient) of the whole Facebook population.




